G R LOKESH

DevSecOps Engineer | AWS & Azure | Kubernetes | GitOps | Platform Engineering

L +919100948285 @ grlokesh96@gmail.com (2 linkedin.com/in/grlokesh (2 grlokesh.online @ Hyderabad, India

SUMMARY

DevOps & DevSecOps Engineer with 5+ years of experience designing, automating, and securing production-grade, multi-tenant
cloud platforms across AWS and Azure. Specialized in Amazon EKS, Azure AKS, Kubernetes, Terraform, GitOps with Argo CD, and
shift-left security across SAST, DAST, SCA, and SBOM. Reduced release cycles by 45%, provisioning time by 80%, and infrastructure
costs by 30%, while maintaining 99.9% production availability.

SKILLS

Cloud Platforms

AWS: EKS, EC2, S3, VPC, IAM, ALB, ECR, Route 53, Secrets Manager, KMS, CloudTrail, DynamoDB, Transit Gateway
Azure: AKS, Virtual Machines, Storage Accounts, Virtual Network, Azure Monitor, Azure RBAC, ACR, Key Vault

Cl1/CD & GitOps
GitHub Actions, Jenkins, Azure DevOps, Argo CD, GitOps, Blue-Green & Canary Deployments, GitHub OIDC

DevSecOps & Security
Checkmarx One, SonarQube, Snyk, OWASP ZAP, Trivy, Checkov, Gitleaks, Syft, Cosign, Kyverno, HashiCorp Vault

Containers & Orchestration
Docker, Kubernetes, Amazon EKS, Azure AKS, Helm, Karpenter, HPA

Infrastructure as Code & Automation
Terraform, Linux, Bash, Python

Networking & Service Mesh
AWS VPC, VPC CNI, Transit Gateway, Amazon Route 53, Kubernetes Ingress, AWS Load Balancer Controller, Istio

Observability & Reliability
Prometheus, Grafana, Alertmanager, OpenTelemetry, Datadog, ELK Stack, AWS CloudWatch, Azure Monitor

Al & AlOps
LLMs, RAG, Al Agents, Python, Al-assisted DevOps/AlOps

PROJECTS

Cloud-Native Trading & Portfolio Management Platform
@ 2025 ©Q Hyderabad
Managed AWS/EKS, GitOps CI/CD, DevSecOps, Kubernetes operations, and observability for 20+ microservices

« Achieved 99.9% production availability with zero-downtime releases
* Reduced release cycles by 45% through GitOps and CI/CD automation
« Reduced incident investigation time by 40% using Al-powered log and CI/CD analysis

Remote-Controlled Smart Devices
@ 2022 Q Visakhapatnam
Managed containers, infrastructure, Cl/CD, Kubernetes, Helm, and monitoring for 40+ microservices

» Reduced Docker image size by 60% with multi-stage builds
» Reduced provisioning time by 80% with Terraform
* Reduced cloud costs by 30% with Kubernetes autoscaling
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EXPERIENCE

DevSecOps Engineer
ASICS Technologies

eie
:::)

07/2024 - 09/2026

Architected GitOps-based CI/CD pipelines using GitHub Actions, Argo CD, and Helm for 20+ microservices on Amazon EKS,
enabling zero-downtime Blue-Green and Canary deployments and reducing release cycles by 45%

Enforced shift-left security across CI/CD pipelines using Checkmarx One, SonarQube, Snyk, OWASP ZAP, Trivy, Checkov,
Gitleaks, Syft, and Cosign for automated security scanning, SBOM generation, and image signing

Established software supply chain security using Syft for SBOM generation and Cosign for container image signing across
Amazon ECR and JFrog Artifactory

Hardened multi-tenant Amazon EKS clusters using Kyverno, IRSA, HashiCorp Vault, and least-privilege RBAC to strengthen
workload, identity, policy, and secrets security

Deployed Istio Service Mesh across 20+ microservices on Amazon EKS, implementing mTLS, traffic routing, service-to-
service security, and distributed observability

Integrated Kubecost with Amazon EKS for cost visibility and optimized resource requests/limits, Karpenter, KEDA, and HPA,
reducing monthly Kubernetes costs by 30%

Built end-to-end observability using Datadog, Prometheus, Grafana, and ELK, centralizing logs, metrics, and application
telemetry and reducing MTTR by 50%

Built Al-assisted DevOps/AlOps automation using LLMs, Python, RAG, and Al agents to analyze Kubernetes incidents, CI/CD
failures, logs, metrics, and infrastructure events, with human approval gates for remediation workflows

DevOps Engineer
Larsen & Toubro

@ 08/2022 - 07/2024

« Built and maintained CI/CD pipelines using Azure DevOps and Jenkins for multiple microservices across AWS and Azure,
reducing deployment cycle time by 45%

« Integrated SonarQube, Trivy, and dependency scanning into CI/CD pipelines to identify code quality issues, container
vulnerabilities, and dependency risks before production

« Containerized microservices using Docker, optimizing images with multi-stage builds and minimal base images, reducing
image size by 60% and improving deployment efficiency

» Deployed and managed microservices on Amazon EKS using Helm across Dev, QA, UAT, and Production, troubleshooting pod,
scheduling, and service connectivity issues using kubectl, logs, and Kubernetes events

« Automated AWS infrastructure provisioning with Terraform, managed S3/DynamoDB remote state, and integrated GitHub
Actions/Jenkins for CI/CD, reducing provisioning time by 80%

+ Implemented Prometheus and Grafana for Kubernetes monitoring and visualization, creating custom dashboards and alerts to
proactively detect application and infrastructure issue

Cloud Support Associate

Larsen & Toubro

@ 09/2021-07/2022

« Provided L1/L2 operational support for enterprise AWS and Azure environments, troubleshooting infrastructure issues and
maintaining platform availability

» Enforced cloud security and access controls using AWS IAM, MFA, and Azure RBAC, following least-privilege practices

+ Managed backup, DR, and data retention using EBS snhapshots, S3 Lifecycle, and Azure Recovery Services Vault

» Reduced cloud infrastructure costs by 30% through resource right-sizing, storage optimization, and automated shutdowns

« Developed Bash and Python (Boto3) automation for EC2, S3, EBS snapshots, log collection, health checks, and deployments,
reducing manual effort by 40%

EDUCATION

Bachelor of Technology (B.Tech) in Civil Engineering

Annamacharya Institute of Technology and Science
@& 03/2015 - 04/2019 @ Tirupati, India



